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HSACA

16:15 Cloud & DevOps - Jordi Guijarro

16:30 Agile & DevOps — Lorenzo Cubero

16:45 DevOps tools & Usecase - Joan Caparros

17:00 Taula Debat -> Nou Repte: “DevSecOps”
(+ Francisco Rueda — AgileCoeinf)
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The Beginning of the Public Cloud
August 2006 - 13 Years Ago

Products Solutions Pricing More ~ English ~ My Account ~ Sign In to the Console

ABOUT AWS

About AWS

Global Infrastructure
What's New

AWS in the News

Events & Webinars

What is Cloud Computing?
AWS Free Usage Tier
AWS Blog

AWS Careers

AWS Training

Manage Your Resources

l' Sign In to the Console

Announcing Amazon Elastic Compute Cloud
> (Amazon EC2) - beta

> Posted On: Aug 24, 2006

> Amazon Elastic Compute Cloud (Amazon EC2) is a web service that provides resizable compute capacity in
the cloud. It is designed to make web-scale computing easier for developers. Just as Amazon Simple Storage
Service (Amazon S3) enables storage in the cloud, Amazon EC2 enables “compute”™ in the cloud. Amazon
EC2’s simele web service interface aflows you to obtain and configure capacity with minimal friction. It
provides you with complete control of your computing resources and lets you run on Amazon's proven
computing environment. Amazon EC2 reduces the time required to obtain and boot new server instances to
minutes, allowing you to quickly scale capacity, both up and down, as your computing requirements change.
Amazon EC2 changes the economics of computing by allowing you to pay only for capacity that you actually
R ——mC
use.




55%

The State of the Public Cloud Market
Public Cloud Market Becoming an Oligopoly

Cloud Infrastructure Services -Q2 2016

Market Share & Revenue Growth
(IaaS. PaaS. Hosted Private Cloud) YoY Growth

Amazon
webservfces 53%

hA Microsoft
100% 70%
IBM
57%

@

AZUFE?
SOFTLAY=R Google
162%

Alibaba, AT&T, BT, CenturylLink, Fujptsu, Joyent, HPE Next 20
NTT, Oracle, Orange, Rackspace, Salesforce, etc 41%
o, o, o, o,
0% 10% ) 20% 30% YoY G t

Worldwide Market Share

Highly concentrated market
The 4 big players aggregate the 55% and the next 20 players the 25%

Increasing concentration
The 4 big players growing 70% and the next 20 players 41%

Source:
* httpsy/fwwwosrgresearch.com/articles/famazon-leads-microsoft-ibm-google-chase-others-trail



Public Cloud Datacenter Footprint
A Global Infrastructure

. amazon 14 regions &= .7 30 regions g 6 regions




A Fierce Competition to Grow Data Centers
Focus on Deploying Massive, Centralized Datacenters

_ Zones (2016) Servers (Millions) | New Zones in 2017

arnaznn
== s 30 1-3 8 25%
= 31 0.5 -
S
SOF TLAY=R 6 0.5-1 8

Each zone can have 1 or more datacenters
Most datacenters house between 50K and 80K servers

The 4 big players house between 4 and 8 millions of servers

This number is estimated to grow 25% annually (probably much
higher if we consider their 70% annual growth in revenues)

Soufces:

* Company web sites

= htepffdatacenterf ront er.com/finsi de-amazan-cloud-computing-inf rastructu e

= http:ffwww.datacenterknowledge cormfarchives/2013/07/15/ball mer-microsaft-has-1-million-servers/



Distributed Cloud Computing

Public Cloud Is a Fraction of IT Infrastructure Market

Public Cloud only represents 12% of Internet computing power
10 million blade servers shipped annually
50 miillion servers in operation in 2016 (not including public cloud)

Public Cloud represents a tiny fraction of existing data centers
3 million data centers only in the U.S. in 2013
Number datacenters growing, peaking at 8.6 M worldwide by 2017

Enterprise IT Infrastructure Spending and Staff Costs ($B) 2015 - 2026

IT Infrastructure Spending in

51200
E§ 10 Years
gg S, 000
é_., = Public cloud
"i ss00 ~ Private cloud on-premises and off-premises
3 with hosting services, colocation or
3T managed hosting
gg Said ~ Traditional I'T
S200 .
Most enterprises, 68%. run
“20!5 2006 2017 2018 2019 2020 2022 2022 2023 2024 202s 2026 Iess than 20% Of their
A B S & O Tee W RE me workloads in the cloud

S P Don St B T Py T e P S50

Sources:

- httpyferww.gartner.com/newsroomy/id/ 2530117

= httpy/fenergy gov/eare/articles f10-facts-know-about-data-centars

= httpy fworldstopdatacenters.com/fide-number-of-data-centers-will-peak-at-8-6-million-in-2017-then-begin-to-decline/

= httpyd fwww forbes, comy/fsites floviscolumbus/ 2006/03/ 13/ roundup-of-cloud-camputing-forecastsand-market-astimates-2016/8 16324 1f d74b0



El nou rol de Sistemes a DevOps: Enginyer Cloud

L’adopcié de models cloud, la disponibilitat, I'escalabilitat de les aplicacions, la seguretat i la gestié de recursos en
entorns flexibles de pagament per Us son reptes tangibles para el Cloudadmin o Enginyer Cloiud.

Cloud
2015 - 27 Manager

Virtualization usi _
2004 - 2015 Manager Business

driven

1980s - 2004 Storage Server PRl Security
Admin Admin _ Admin

Source: February 21, 2013 “The Rise Of The New Cloud Admin” Forrester report {IH—
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DevOps [in Q0
Netguest

Barcelona Area, Spain

» Pozted Sdays age e 2% vens

(O Beoneofthe first 10 applicants.

I Apply [ Save

Job description
Netquest i€ the onlinefisidwork providss for the market ressarch sactty [sades
in Spain, Partigal and Latin Ametica. We carrently have more than 1,000,000
consimers willing to glee uys their apinion in 21 countries, and the (ateq
technology to manage and <urvey them

We are now leoking for a DevOps who can help us keep everything running as
reliableand efficiently as possibie. Areyou up for the challenge?

Responsibilities:

- The installation, configuration, deployment) maintenance and
administration of our staging and production environments.

- The architactural design of new projects, in clese collabaration with o
deveopment Ieam.

- Automation Gsing Armazon Web Services and existing opesn solce tools ke
Puppet. and supplement them with your own tocis.

The kind of projectsthat we aro working on is for example:

- Making sure our architecture ¢an «ale oul to ten times the number of

participants

- Organiting parts of our infrastructure In contalners (using Kubasnetest
Migrating parts of our distabases to new data-storaze technologles

What we offer

People also viewed

QD

Contact the job z
poster o

Job posted by

Silvia Cioaca - 2n!
Recruitment Partner at Net.,

Batodinha Aves - Spuin Lacalding

Send Inmail

Industry

information Technology amd CRSA®

Services, Intemet, and

Marketing and Advertising

Employment type -
ployment typ =

Full-time m

Experience
Associate

Infrastructure & Operations
SysAdmin
ABA English

Eargs X

Administradores/as de sistemas
Trentia Consulting

sarcsiona y slredodores, Epats - &1

SysAdmin Senior

Edrans

TechOps Consultant /iT
Administrator
ThoughtWorks

fivatnii Seai 104

Senior Linux System
Administrator

Beabloo

M e=iong A=, Span - g0

Administrador de Sistemas Cloud
Senior

CIRSA

Shrredoni y Al ededores, Eauil d
Devops Enginner with Java
Sopra Steria

Saiveldniy y Alredadzires, Cepany - 244



DevOps Challenges ™

Tooling Praciicn Coltural
Nigration Agnption of Nisw Nue
Precess silh Rasoonstenins
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RANCHER '« OPENSHIFT

INSTAL-LACIO: de 20 minuts a 2 hares

ACTUALITZACIONS INCREMENTALS
| CONSISTENTS

SUPORT DE PLATAFORMA + CATALES
ESTANDARD DE LA INDOSTRIA: CNCF
COST: IX

- ¢

-

A_k’

OPENSHIFT

INSTAL-LACI(): 3 DIES & unes poques
setmanes

INFORMES d'actualitzacions
amb fallades i Rollback

NOMES DE PLATAFORMA

¥NO CNCF

' COST: 5X 10X
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#RSAC

The responsibility for security

Who is responsible for security?

100%

NOTE: Only three in ten
open source maintainers
consider themselves to
have high security

knowledge.

23%
12%
~_
0% A

Security team Developers  Operations Other Nobody

Source: The state of open source security report 2019, snyk

N Security

D/ Journey W @edgeroute RSAConfe rence2020
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The goal of an application security program

IT IS NOT

To reach zero bugs
because it’s not
possible!

To reflect blame upon
developers for
security concerns.

Security
Journey

’ @edgeroute

15

To fix bugs
faster...and...to
illuminate as many
vulns as possible.

To measurably
improve the security
posture of the
organization.

RSAConference2020



Summary of “Ten things | wish every developer knew about security”

Tactical usage of next generation AppSec.
Docker and Kubernetes are not security products.
GitHub is not the best secret store.
The Sec in DevOps is silent.
Shift {left, right, outwards} — just start.
Third-party and open source vulnerabilities are rampant.
OWASP is a treasure trove of security resources.
You cannot hack yourself secure but do take a risk-based approach.
Security is your ally, not your opponent.
Everyone is a security person and the security need is pervasive.

N Security

)) | Journey ' @edgeroute RS/\COI’]fET"e\1'1(16'2020J -




nic Failures in
DevSecOns

VOLUME 2

Ellza Moy Austin Ryan Logkard
Mare Cloat Larry Maccherong
Jackyn Damiano Bil MeArthur
fob England [fris Riley
Jasming Jamas Or. Chrry Vi
Slatljana Jovamvi Mark Millar, Editor

Provided courtesy of Qsonatype

2ND EDITION

The DevSecOps
Security Checklist

& sqreen
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