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What is Zero Trust s

;e

~

%BSNR OGNHzA 0 A& O0lF&aSR 2y UKS LINAYOALX S =z

Nist800H N TY %SNB (GUNMXzad 321t A& (G2 ALINBOSY
and services coupled with making the access control enforcement as
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Zero Trust is a security concept centered on not automatically trust
anything inside or outside company perimeter and instead verify
anything and everything trying to connect to its systems before granting
access
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What iIs NOT Zero Trust

A product or platform
Network segmentation

A firewall

A VPN

Multifactor Authentication

Install antimalware in your endpoint
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Paradigm shift

From the trusted network perimeter to work from everywhere

From corporate device to BYOD

N7

From networkbased trusttoresourc® 8 SR (G NMXza 06dzaSNAYX | LILIX

From coarsagrained to finegrained trust (subnet to session), no traffic should be
unknown

From static policy to dynamic policy evaluated at the time of session establishment

~ f\
_OH wow!
.v PARADIGM

/)}0 SHIET!
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Sources of trust
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User: Device: Location: Time: Resource: Data:
Whoam|? Isdevice Amlina Isthisa Isthisan  Which
trusted? & 1 Y 2 ¢ \isualtime  applicato Rl GF aSda L
location? for me? n authorized
0KI {0 Lt®atcess?
authorized

to access?
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Trust components

—o ® ® @ Qo -
Identlty Device Network Server Appllcatlon
- - User authentication
User lifecycle - Use trusted devices - Use trusted network enV|r0nment
- Validate identity - Enforce endpoint - Segment as needed _ _ and aut.hquzanon
- Multifactor security and - Allow authorized users Micro segmentation, - User privileges
- Trust groups policies only avoid lateral - Data scope
- Least privilege - Health check - Allow authorized devices movem_ent
only - Hardening
- Vulnerability
management

- Privileged user
management
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Zero Trust vs. SDP

. SDP &oftwareDefinedPerimeter» isa SDN
amazon . implementationof ZeroTrust :

A The SDP client: an agdnstalledon end
points

Key

. A The SDRontroler. the brainof the solution,
Datacenter where securitypoliciesare definedand
: pushedto the SDP components

SDP Controller

= Coritrol Plane

Data Mans

A The SDRBatewayslocatedat the server
side they proxifiedthe traffic toward the
applicationspasedon the security
policies

A The communications arencrtypted
betweenthe SDP client, th€ontrolerand
the SDRyateway

SDP Client

5DP Gateway

Hosting & laas
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*Palo Alto five step methodology



Zero Trust E2E control points

MFA solution

HR people Identity manager A_CS\slzrlsjlz_eﬁt:g
management groups
Cloud VPC

Antimalware e T - - T T TT=T===
sgltition Security Group
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Security Group_ _ ||
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ZT gateway Application security "
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L7 rules + User
IDauthorisation
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Avoid Reconnaissance and lateral movement \
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