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Commercial Engineer - University of Antwerp 1996

Ca 20 years IT-security, +10 years Data Protection Officer

Owner of CRANIUM BVBA: mainly working as Data Protection

'% Officer (DPO) for large government agencies:
5 http://www.cranium.be
1S
0
£ Also co-founder and trainer at Data Protection Institute BVBA
2 where future DPO’s from public and private sector are trained
> . .
g to be ready for the new General Data Protection Regulation
o (GDPR): https://www.dp-institute.eu
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* Symmetric keys
- * Asymmetric keys
.0
2 ¢ Hash
£ . .
5« Digital signature
< . . RSACONFERENCE2011 &
2 o File encryption IO S
g
S Educational pictures in this chapter: with kind permission of Sophos unless otherwise stated
z L]
(3 1. Crypto Basics 4
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Same key for encryption and decryption

encryption | BXWV; decryption

“this is
readable

= .
5 o
: s@163"
gel X
_%' Alice
R
)
:
- Symmetric keys 6
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» Simple key-generation
« Known algorithms: DES, triple-DES, AES
* Very fast processing:

* 4000 times faster then asymmetric key

% * Slightly slower then hashing o AN
€ « Biggest challenge: key-distribution: e -
2 * Alice and Bob: one key I I
< 0«0

o * Alice, Bob, Charlie: three keys ‘:'\ /‘:'
g * Forn partners: n* (n-1)/2 IX =

© Oe—p0

2 Typical of symmetric key 7
g, CRANIUM: applied privacy and beyond...
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Encrypt
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- Asymmetric keypair
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 Each user receives his own keypair (generated):
* One private key: to be kept private
* One public key: to be shared in public

* These keys belong to each other:

* If you encrypt with your private key, a receiver can only
decrypt with your corresponding public key

* If you encrypt with the public key of a receiver, the receiver
can only decrypt with his corresponding private key

* Example of known algorithm: RSA

* Encryption with an asymmetric key is 4000 times slower
than encryption with a comparable symmetric key

copyrighted material!
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Typical of asymmetric keypair 9
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“BxWyv;
“this is 5df~TmWe#4 “this is
readable A,sdgfMwir3: readable
text” dkJeTsY\s@! text”
q3”
= Alice Bob
@
b Public ke/ Private key
€ of receiver of receiver
Ne)
9
@ Advantage: only receiver can decrypt
5,
8_ Disadvantage: there is no information about the
O sender, performance
3
(E Asymmetric keys: usage 1/2 10
§ CRANIUM: applied privacy and beyond...
(8

06/07/15



Encrypt Decrypt

“this is “this is

readable readable

text” text”
= Alice Bob
@
o Private key Public key
S of sender of sender
©
o}
€
=) Advantage: receiver knows sender
) Disadvantage: everybody can decipher the ciphertext,
3 performance
-

<§ Asymmetric keys: usage 2/2 11

§ CRANIUM: applied privacy and beyond...
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md4, md5, sha1 calculator
E Calculate Md4/5 and sha-1 Hash
o)
*r_ao Enter the password/text you want to be encrypted, then select the algorithm option you want below.
1S
O
8 Input  Ashish
< Calculate mD4 | (MD5]] [ sHA1
? Result 633a612ae9cb3174812a8369dc 2801
>
[0
O
O
z L]
5 Hash (functio
(3 H unction 12
§ CRANIUM: applied privacy and beyond...
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One-way function

Generates fixed length output, independent of
size of input:

¢ 5MB docx => MD5: 128 bit string

* 500 MB X-ray image => MD5: 128 bit string

Given the hash one can not “recalculate” the

input string on which it was calculated

Input changes one bit => output (hash) changes
too

Based on its hash, a file can be uniauely
identified: it is a unique fingerprint for that file

Known hash functions: MD5 gives 128 bit length,
SHA-1: 160 bit, ...

The calculation of a hash is very fast, even faster
than the encryption with a symmetric key

Hashfunction

CRANIUM: applied privacy and beyond...
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~Typ Algorithms MByte/sec @ P9OMHz
ﬂ DES 04 (1,9in HW)
Triple-DES 0,16 (0,7 in HW)
Symmetric IDEA 1,0
ikl RC5 (64 Bits) | 2,7
AES 4,3
Q\‘ PublicKey | RSA (512 Bits)| 0,001
? v MD5 14,2
. Hash SHA-1 6.1
RIPEMD-160| 5,0

Speed (Pentium 90 MHz!)

14
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* Encrypting with your

private key the hash of

the document you o

want to send, and
= sending this together
s with the document,
E can give the receiver ,
-  the guarantee about /9‘-’(
£ your identity and the
g integrity of the Source: http://alicecrawley.com/ tent/uploads/
g document 2014/12/Alce signature- sl tranemarent. barid ong
O
z L] L] (] L]

(3 Digital Signature: idea s

g CRANIUM: applied privacy and beyond...

Digital signature
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Documen
%ﬁmen nternet
< Intranet

’ S
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* Quarantees you:
* The sender can be identified (important for the receiver)

» Qutsiders can not adapt the message without you
knowing (important for sender and receiver)

,;g' * The sender can not deny he send the message

Q (important for receiver) = non-repudiation

E * NB: some extra measures are necessary: a right time-base and

S a trusted delivery channel

5, * Does not give you:

= + Confidentiality! The message stays readable for

9 everybody, the digital signature is a seperate file that is
linked to the message

=

: . . . . .

2 Digital signature: typical 17

(
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You sign with a certain identity that you want to add to
the message: you as a person, or your company, or a
certain application server

* Contracts
+ Software: e.g. Windows updates

% * Time stamp: e.g. for a timely tax declaration
€+ File integrity
2+ Web site identitiy (e.g. TLS)
@ * Web service security: signing a SOAP message (or
2  partsofit)
8 - ..
z L] L] L]
(i Digital Signature .
g CRANIUM: applied privacy and beyond...
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* Encrypting a document
with ‘a random
symmetric key and
sending this encrypted
document together with
the symmetric key
encrypted bé the chosen
receivers public key, can
give you guarantee that
only your chosen
receivers can decipher
and read this message

File encryptio:idea

copyrighted material!
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nee  ENcryption Bob

Encrypted Decryption

) )
&%I()=?
Document m—p - H3456+# -

encrypted

Session Ke " Session Key =
U G
AN
Random Public RSA-Ke
Generat % Receiver

copyrighted mat
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* Gives you:
* Certain guarantee that only selected receivers can
decipher your message, hence giving confidentiality
* But:

* Receiver does not know who was sender
(emailaddress or ip-address do not give enough
certainty)

* No integrity guaranteed: in case the message was
tampered with, the right receiver will not be able to
decipher the message or gets meaningless results

Encryption: typical ”

CRANIUM: applied privacy and beyond...
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You encrypt for certain receivers: e.g. based on X.509v3
certificates, or because you hand over to them the passphrase
by a “second secure channel”

* File encryption e.g. Win-zip or 7-zip
* Encryption on file system
* Encryption of (part of) database (e.g. Health data)

* Encryption of communication: Threema, Signal, Zenmate,
Jitsi, some VPNSs, SSL/TLS

* BYOD: encryption of (all) data on the device

. V\f/e'k)) service security: encrypting a SOAP message (or parts
of it

copyrighted material!

E”nc:ryption 2

CRANIUM: applied privacy and beyond...
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2.

* Are they anonymous? ri
* Metadata:

Sex

Clothes
Color

Pose
Environment
Exif data
GPS data

Re-identification Risk

(

CRANIUM
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95/46 EC: art 17 ° RlSk
*  Security of processing: implement ’
appropriate technical and organizational e Re-identification
measures to protect personal data against h h rainb
accidental or unlawful destruction or through rainbow
= accidental loss, alteration, unauthorized tables
2 disclosure or access, in particular where the ) o
9 processing involves the transmission of * Re-identification
© data over a network, and against all other throuah bia data
S unlawful forms of processing. 9 9
9+ Having regard to the state of the art and analytics:
< the cost of their implementation, such metadata
2 measures shall ensure a level of security . .
> appropriate todthﬁ risks repr?Sﬁntgd by thbe e Re-identification
o processing and the nature of the data to be .
8 otoctad thro.ugh spoal
GDPR: (still draft): new: pseudonymous data, art 10: engineering
§ Processing not allowing identification
< g 24
(-4 CRANIUM: applied privacy and beyond...
(8
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Solutions:
e Salt and hash
+  Small Cell Risk Analysis
* Anonymization: k-anonimity
More:
_. « ICO
o https://ico.org.uk/media/1061/
’5 anonymisation-code.pdf
o o WP29:
= http://ec.europa.eu/justice/data-
o Source: http://en.wikipedia.org/wiki/ protectlom/art\c\e—Z‘?/
0 "I—_'r‘ar?ipﬁvrtationginTNe[\\J/v,Yo;k,k it{)#/med\'a/ documentation/opinion-
e llesvellow_Cabs_in_New_vork JPG recommendation/files/2014/
o Example of re-identification: wp21é_en.pdf
S+ Taxi:new york, hash, open data => « CNIL:1.101in
8— detailed whereabouts http://www.cnil.fr/fileadmin/
O e https://medium.com/@vijayp/of- documents/en/CNIL-
taxis-and-rainbows-f6bc28967%a1 ManagingPrivacyRisks-
s Measures.pdf
=
5 25
< .
(-4 CRANIUM: applied privacy and beyond...
(8

- .
What if:
« Off the shelf usb-
stick is lost
=+ AES 128 bit software
i encrypted
£ But:
E » Password: 1234
2« Amount of trials
S before deletion: oo
=
(2 3. Encryption prevents Data Breach? 26
g CRANIUM: applied privacy and beyond...
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« 95/46: art 17 implement
appropriate technical and

e Risk: lost USB stick but

organizational measures encrypted
5 to protect personal data . Weak algorithm:
o against accidental or . RC4, DES
g unlawful destruction or + No password policy
© acmdental loss, ) * No audit trail of content
5 alteration, unauthorized . Brute force attack
> disclosure or access cossible
= * GDPR: draft: Art 31,32
9 data breach notification
§
( 2 27
(-4 CRANIUM: applied privacy and beyond...
3]

Example of crack software

\f Program's Features

Solutions:

"Good": BYOD usb stick,
policy that asks to encrypt

«, Abel . -
. with winzip (even when you
\§ Cain th P heny
[ Cisco Config Downloader/Uploader ask strong password you can
—. = MAC Sca not check user or know the
© nner content on the lost stick), but
E B Network Enlfmerator then again an attacker can
g B Remote Registry keep on guessing
- Vi Password Crackers « Better: iLocker: pinpad on
@ B Brute-Force Password Cracker stick, AES encrypted, 7-15
5 i Dictionary Password Cracker long: auto delete after 10
S Cr)"ptanaIYSIS ' guesses
g B Rainbowcrack-online + Best: centrally managed
© B WEP Cracker solution: only company
«, Password Decoders accepted sticks, policy
§ «, Password Dumpers enforced password, logs of
( E «, Password/Hash Calculators what data on what stick
é CRANIUM: applied privacy and beyond...
)
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* People only "work

B AccessData FTK Imager 3.1.3.2

Elo  Yiew Mode Hep

a%cad-lBe

=84 0n I ERee.

Evidence Tree ] e st
= @ \\\PHYSICALDRIVED Nome | See |
M n = Pastibon 1 [3278MB] CIRECYCLER 1
on Tileserver = s - ,
=0 rgekias
Is $8ad0hn Tﬂ]mnw la
® () $Extend E 0
—. ° 18 $Secue g‘“’““
= omputer tras # 3 Documrts ndSetigs recrog g
© % & Folders 3 $8o0t 8
5 . # ) RECYCLER g":&' 16
%) System Volume Information = L 18,048
2 was emptied 3 e v
© ) ConfigMsi = T 4
E %) ConfigMsi = $secure 1
M M %) ConfigMsi T $upCase 128
o Most data is sti e B :
[0} #) MS1a3744 tmp 169531 102,401
= N oKy 0;0000 46 49 4C 45 30 00 03 00-90 7
< b I f ) [unstocated space] -
r ' l - oephan] 000010 |01 00 01 00 38 00 O1 00-98 0
@ re COVe ra e ro = - P o [5[239:8| 000020 |00 00 00 00 00 00 00 00-06 O
; —; I8 FAT[FAT32) 000030 |25 00 00 00 00 00 00 00-10 O
000040 |00 00 18 00 00 00 00 00-48 O
000050 | 1C 00 48 9E Bl E? CB 01-1C O
“tree space” oo [mmensEnosas
O
O 000070 |06 00 00 00 00 00 00 00-00 O

4. Lost Laptop contains no data? 29
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June 15 and 16 2015 Justice and Home Affairs Council:

o 95/46art17:(...)
Having regard to the
state of the art and the

= Right to erasure and "to be forgotten": data controllers must erase personal

data without undue delay where:

cost o their o the data are no longer necessary in relation to the purposes for which
ImQ |ementati0n, SUCh they were collected or otherwise processed;
lmealsu]ges Sha_” ensure o the data subject withdraws consent for the processing of personal
= evel of securit .
© 2 y . data;
= appropriate to the risk
9 represented by the o the data subject objects to the processing of personal data;
E pr?cesa?t andd ‘ihe‘t b o the data were unlawfully processed;
nature o € data 1o
_8 protected. o alaw requires the controller to erase the data.
E In relation to information society services, individuals may also obtain the
[@))] e GDPR: art 23 Data erasure of their data without undue delay, within the limits of:
= N .
a gg(g%;tggfsglﬁeasr"tggo o freedom of expression and information,
Y
8 SeCUrity Ofprocessing, o legal obligations applicable to the controller,
art 32 a Respect to Risi blic interest
art 33 data protection ©  Ppublicinterest,

lmpaC'l' assessment o scientific, statistical and historical archiving and

the establishment, exercise or defence of legal claims. 30

CRANIUM: applied privacy and beyond...
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e Risk:

* Lost laptop: empty space contains lots of

data

* Partial encryption asks for discipline

« Working from file server: temporary files

on harddisk

» End of life: storage media in: computer,
multifunctionals, CCTV-recorders,

smartphones, tablets, PABX,...

31

CRANIUM: applied privacy and beyond...
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—™| Calculation

' Enumerate

! i Files

1 E01Fle (Sleuth Kit)

E 7|

, e

| N

| s

i

i Carve
Unallocated

Space

2- File Analysis Phase

Each file is analyzed with the File Analysis Pipeline

MDS5/SHA1
Hash

Hash File Type | Open ZIP
D

Lookup

Files

EXIF
Extraction

Add Text to
Keyword
Index

Results
(HTML, XML, etc.)

Web Search Known Summary
RegRipper | Browser | Keyword | o'n Report
Analysis Index Names Generation
e

Check for

Post Processing Pipeline is run after all files have been analyzed.

docs/framework-docs/basics_page.html

3- Post Processing Phase )
Example of recovery software Source: http://www.sleuthkit.org/sleuthkit/

CRANIUM: applied privacy and beyond...
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olutions:
Solut
* Sector level encryption
](cis also gofo?l soflution

_ : d of life): file
= Example: simple tool, no oren
© 1
% admin rights necessary: \éatljlt in OS5 )\;Vpo(jlrrect
B htto:// |tthocter lon INAOWS,
e DUP.// :
- portableapps.com/apps/ %- Er Ools.
5 o . iskcryptor
= utilities/wise-data-
2 recovery-portable => always have a fall
> back in case of lost key:
8 challenge/response or
B (virtual) vault
=)

< = 33
§ CRANIUM: applied privacy and beyond...
%)

% —+iSACA INICIO  QuI
g arcelona Chapter
2
5
)
9
=
(2 5. Data Protection benefits of HTTPS 34
é CRANIUM: applied privacy and beyond...
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o 95/46:art 17 (...) implement
appropriate technical and
organizational measures to
protect personal data
against accidental or
unlawful destruction or
accidental loss, alteration,
unauthorized disclosure or
access, in particular where
the processing involves the
transmission of data over a
network, and against all
other unlawful forms of
processing.

- I— |

e Credentials can be

sniffed

e User does not know he
is on right site

e All communication is
readable between
browser and endpoint

* Weak cipher suite can
be exploited

e Low score on
ssllabs.com can attract
hackers

35

CRANIUM: applied privacy and beyond...
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€ | @ nhitps//w30.ben.cat/APPS/portaltramits/portalichanne —~ G QU site:httpz/lamev.>

oficina
virtual gf)

Empresas Ciudadanos

Trémites por temas. Trémites por hechos vitales m

Cambio de domicilio en el Padrén Municipal de Habitantes

Comunicacién que tienen que hacer al Ayuntamiento de Barcelona, las personas qu
inscritas en su Padrén de Habitantes cuando cambian de domicilio

!') Atencién

Desde este enlace podra acceder a un video demostrativo del funcionamiento de |
por internet, sin certificado digital.

Tramitar por internet 6

Scan Anott

.~
Protoco suppart °
Koy Exchange °
Cioner Swengin
Grade MOSENFO:
W possbie, Saable SSL 310 mitgate MORE WFO:
Grade seto . wose wro.
MORE WFO»
MoRE wrO»
which s woek worg w0,
woRgeQ:
36
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@ QUALYS' SSL LABS

You are here: Home > Projects > SSL Server Test > dp-institute.eu

SSL Report: dp-institute.eu (176.62.167.166)

Assossod on: Sat, 30 May 2015 15:36:27 UTC | Clear cache

Summary

Overall Rating

——
— =

Visit our documentation page for more information, configuration guides, and books. Known issues are documented here.

Home Projects  Qualys.com  Contact

Scan Another »

40 60

37
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Example: sniffing credentials

8 Follow TCP Stream T = |
Stream Content
—_utmz= 94390410 1342508750 1.1.utmcsr= (d1re(t)|utm(cn (d1re(t)|
utmcmd=(none) ; ESSID= b6212ec579b252ﬂ’5b220(1847f

e Emo=84330410 1" 7613510975 19; _utmc=943904:
o e e/ SRl ca sl on /i omtleneaian
Content-Length:

gggessllogv\ garth&access_password=skepticagbubmit=submitHTTP/1.1
Date: Tue, 23 Oct 2012 21:30:46 GMT

server: apache =
X-Powered-By : hPHP/S 2.17

Content-Type:  text/html

<html>

<head>
AU UG el e s s e
el il Sl e D
<META HTTP-EQUIV="PRAGMA" CONTENT="NO-CACHI

</he:

<bo B
Entire conversation (1766 bytes) =
e Jiseess ASCI CEBCDIC O HexDump O CAmays  © Row

http://skepticaesoterica.com/wp-content/uploads/
2012/10/unsecure-wireshark-sniffing.png

Solutions:

* Update ciphersuite:
https://www.ssllabs.com/
downloads/

SSL TLS Deployment Be
st Practices.pdf

* Add https to any website,
preferably extended
validity cert:
https://18f.gsa.gov/
2014/11/13/why-we-use-
https-in-every-gov-
website-we-make/

* User: do not trust
untrusted certificates (fake
websites, intercepting
apphances)

38
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http://core0.staticworld.net/images/article/2014/11/
yubikey-nano-in-earring-100533119-large.jpg

- 6. My strong password and the keylogger 39

CRANIUM: applied privacy and beyond...
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62

3.844

238.328

14.776.336
916.132.832 1.078.203.909.375
56.800.235.584 274.941.996.890.625
3.521.614.606.208 70.110.209.207.109.400
218.340.105.584.896 17.878.103.347.812.900.000
13.537.086.546.263.600 4.558.916.353.692.290.000.000
839.299.365.868.340.000 1.162.523.670.191.530.000.000.000
52.036.560.683.837.100.000 296.443.535.898.841.000.000.000.000

3.226.266.762.397.900.000.000

2.481.152.873.203.740.000 9.268.670.000.000.000

64.509.974.703.297.200.000 657.500.000.000.000 4.915.441.435.064.640.000.
1.677.259.342.285.730.000.000 .948.767.000.000.000.000 .253.437.565.941.480.000.000.

43.608.742.899.428.900.000.000 3.500.000.000.000.000 319.626.579.315.078.000.000.000.000.000.000.000.000
1.133.827.315.385.150.000.000.000 2.955.688.905.823.060.000.000.000.000.000 81.504.777.725.345.000.000.000.000.000.000.000.000.000
29.479.510.200.013.900.000.000.000 183.252.712.161.030.000.000.000.000.000.000 20.783.71 963.000. 000.000.000.000.000.000.000
766.467.265.200.362.000.000.000.000 11.361.668.153.983.800.000.000.000.000.000.000 5.299.848.171.590.560.000.000.000.000.000.000.000.000.000.000
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__|10 ditwaslaat| 8§ 31Bavo50| 6 ¢92dr5
115 ditwashetmeeste| 12 31Bavo50Woef| 9 €92dr5(%x
_ |20 ooitwasdithetmeeste| 16 31Bavo50WoefSlim| 12 ¢92dr5(%xg3é

Possibilities "

CRANIUM: applied privacy and beyond...
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» 95/46: art 17, in Belgian Privacy Law: art 16 "§ 2.
The controller or his representative in Belgium, if <.
any, must (...) 2° ensure that the number of ® RlSk.
individuals acting under his authority, as well as

access to the data and the possible operations * Only something
—. carried out on it, are limited to what is necessary you know is one
© for these individuals to fulfil their obligations or fact
5 to whatever is necessary for the requirements of actor
5 the service;” authentication:
T n r
£ http://www.privacycommission.be/sites/ Fa be guessed ©
_8 privacycommission/files/documents/Privacy Act 1992.pdf Intercepted for a
£+ GDPR: draft art 30 Security of processin% replay attack
2 2. The measures referred to in paragra « Keystroke logger:
2 1 shall at least: (a) ensure that persona software
9 data can be accessed only by authorised hard ' |
personnel for legally authorised purposes; araware, maiware
=
= 41
=
< o
(-4 CRANIUM: applied privacy and beyond...
(S}

KeyGrabber Wi-Fi Premium

e Solutions:

Fi “ The w?n:; first h;deave ke;\:)nger with
T\ s Lt e T * Two/three factor

« keylogger connects to the Internet through
an Access Point, and sends captured keybc

-

E-mails. With this Wi-Fi hardware keylogge a uth : e . g . G OO g | e
silently monitor a computer from anywhere -

= e et authenticator,

(]:.) eyGrabber ver.USB 4GB-$ | € Integrates Wlth b

+ ver.PS/2 4GB-$ | € . .

g * biometrics

E * elD reader: X509v3

5 legal signature

éi . httgs:[ /

S fidoalliance.ora/

= about/overview/

-

< : 42
s CRANIUM: applied privacy and beyond...

06/07/15

21



Passwordless UX (Universal
PASSWORDLESS EXPERIENCE Authentication Framework protocol)
(UAF standards) User carries client device with UAF
e ; stack installed
User presents a local biometric or PIN
_ Website can choose whether to retain
© password
@
g
e L | Second Factor UX (Universal 2nd
o —1  Factor protocol)
x SECOND FACTOR EXPERIENCE User carries U2F device with built-in
2 | (UzF standards) support in web browsers
> .
Q po— swocess User presents U2F device
o} X S
© Website can simplify password (e.g. —
4 digit pin
§ git pin)
< E' 43
(-4 CRANIUM: applied privacy and beyond...
(8

- I, |
&3 iCloud
& Google drive
&& OneDrive
3+ Drophox
box

SugarSyné*
amazon NSA headquarters Fort Meade

copyrighted material!

7. The unencrypted cloud 4

CRANIUM: applied privacy and beyond...
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95/46 art 17 (...)
* 2. The Member States shall provide that the

controller must, where processing is carried out on
his behalf, choose a processor providing sufficient

quarantees in respect of the technical security

measures and organizational measures governing
the processing to be carried out, and must ensure

compliance with those measures.
« 3. The carrying out of processing by way of a

processor must be governed by a contract or legal

act binding the processor to the controller and
stipulating'in particular that:

e -the processor shall act only on instructions from

the controller,

- the obligations set out in paragraph 1, as defined

by the law of the Member State in which the

processor is established, shall also be incumbent

on the processor.

»  GDPR: draft: more limitations for the data
processor

* Risk:
* Leakage
* Datano
longer under

our sole
control

e NSA/FISA/
other
governments
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* Solution:

* Boxcryptor or others

e Wuala, Teamdrive,
Spideroak

More: http://

ec.europa.eu/justice/

data-protection/
article-29/
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From Snowden docs: Microsoft's
Skydrive (now Onedrive)
interception through PRISM

(TS//SI//NF) SSO HIGHLIGHT - Microsoft Skydrive Collection Now Part of
PRISM Standard Stored Communications Collection L4

By | NAMEREDACTED | on 2013-03-08 1500

(TS//SI//NF) Beginning on 7 March 2013, PRISM now collects Microsoft
Skydrive data as part of PRISM's standard Stored Communications collection
package for a tasked FISA Amendments Act Section 702 (FAA702) selector.
This means that analysts will no longer have to make a special request to
SS0 for this - a process step that many analysts may not have known about.
This new capability will result in a much more complete and timely

collection response from SSO for our Enterprise customers. This success is d m t t /
the result of the FBI working for many months with Microsoft to get this OCU e n a Ion
tasking and collection solution established. “SkyDrive is a cloud service . .

that allows users to store and access their files on a variety of devices. O In |On_

The utility also includes free web app support for Microsoft Office p

programs, so the user is able to create, edit, and view Word, PowerPoint,
Excel files without having MS Office actually installed on their device.”
(source: S314 wiki)

recommendation/files/
2014/wp215_en.pdf
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e thank

* you
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