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Something has changed... a lot.




Mano

(unidentified) —

RSA

Hackers steal data related RSA ID*
to RSA secure tokens - secur

orearter B

Sony Playstation Network
Lulzsec claimed to have
stolen personal information
from millions of users

22 Apr* i

Fox Network:

s
Lulzsec stole
information 70 000 X Factor
oonlostanls. database and

passwords from employees

Mayo

Citigroup Inc. Pan
s take 200,000 Y
customers'data

21 My @

Lockheed Martin
?gzgﬂmﬁw tocxursn -nnnft—&
critical data was stolen

30 May @3

PBS.org Lulzsec defaced its
website, posted a fake article PBS
and stole its database

2 Jun Sonybmg.nl, Sonybmg.be Jony =
T agad-Atanta (3
10 Jun @ Turkish government websites

Anonymous takes down several ( *
?ovemment sites in protest to
Internet censorhip

11.4un @@
®

International Monetary Fund
Hack suspected to originate
from a “foreign government”

Spanish National Police
hacks

in
to arrests of alleged group members

134un g3

Bethesda Game Studio

U.S. Senate (www.senate.gov)
Lulzsec hacked and released
Internal data from its servers

15 Jun @

&

Malaysian government websites
after an attack warning
from A mous in response for
censoring Wikileaks
Central Intelligence Agen:
Luizsec hacked the Cl/ Aspugln:
website, www.cia.gov, making it
temporarily inaccessible

http://hackmageddon.com/

Target

Description

and students that an anacker may |
have breached its wedb server 1o

access a database that contained their
personal information. 22,000 users are

at risk. The attack happened in |
December and the afeged author s |
abdio.

LizardStresser{dotru, tho “stresser |

service” (DDoS-for-hire) created by the

infamous LizardSquad, is allegedly
hacked, revealing the detals of ns
14,241 users.

A total of six fake messages aro |
posted from the Twitter accounts of |

Account
| Mijacking

New York Post and United Press
(UPI) by

Barbecue Renew, which sells grill parts |
through its website griliparts.com, |
notifies an undisclosed number of |

individuals that their payment card

cata may have been compromised as |
a result of a series of cyber attacks on |
its wed server.

Unknown

Industry: E-
Unknown | commerce

Org:
Hackers

News

cc

Team System DZ, an Algerian pro-ISIS |
hacker dofaces the Isie of Wight, |

Virginia, Website (co.isle-of-
wight.va.us)

Smittonz hacks powerpulso.net and |
hashed |

dumps 1,300 usernames and

passwords.

Online censorship watchdog
.01 receives ropons related |

10 a man-in-tho-middie (MITM) attack

| against Outiook users in China. |
An unknown hacker hacks payivy.com |
10 sell |

(a virtual marketplace 10 products
onfing) and dumps |0.ooouso:sund

clear toxt

Two hackers calied pOlax & shiutz |
hack ustoduph and dump

5,100 usernames and hashed
PASEWOIdS.

A hacker caliod abdilo (@abddilo ) |

claima responsibiity for breaching the

database of Australian travel insurer |
| Aussio Travel Cover on December 18 |
| last year. He claims to have exfiltrated |
700,000 records and to have used the |
same technique to breach multiplo |
government sites, |

Two New Zoaland non-profit wobsies |

tindall.org.nz and livefortomorrow.co.nz

are defaced by a group calling
themselves the Team Muslim |

Cyvertorco.

Russian dating sito Topfaco is hacked |

and the username of 20 million visiors
aro offered for salo on a websito, Fow
days after the hacked site buys back

the records (officially “awards™ the |
hacker for discovering the|

sndnasandind

i

:

cc

cc

cc

NA
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Data breaches




World's Biggest Data Breaches @

interesting story
Selected losses greater than 30,000 records

———\,
YEAR BUBBLE COLOUR @ (METHOD OF LEAK | BUBBLE SIZE ([l Re LT =1 ( DATA SENSITIVITY SHOW FILTER

http://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/
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Anthen
BlueCross BlueShield ® e

Cyber Attack Against Anthem

Dear Anthem Client,

We wanted to make you aware of a data breach that may have affected your personal
health information and credit card data. The data which was accessed may impact clients
who made credit or debit card payments for healthcare or who got treatment during the year
2014.

Your trust is a top priority for Anthem, and we deeply regret the inconvenience this may
cause. The privacy and protection of our client's health care information is a matter we take
very seriously and we are working diligently to resolve the incident.

To subscribe to a free year of credit card account protection please click on the link below
and follow the Insto c - i X

Click Here To Ge!l Your Free Year Of Credit Card Protection ’
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Yulnerability Distribution By CVSS Scores
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Heartbleed

Poodle




Shellshock

Ghost
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DISCOVERED » APR 2014
TYPE » SSLBUG
S o
A?;Es-rg:' EMDS 4 USING OPENSSL

-

e

#OF SYSTEMS » MAJORITY OF THE

AFFECTED INTERNET
THEFT OF SSL
R > ENCRYPTION KEYS
1SK AND DATA PROTECTED
BY THOSE KEYS.

v

SEPT 2014

-

UNIX SHELL BUG

-

UNIX, LINUX, OS X,
CLIENTS AND SERVERS

N
MOST OF THE

INTERNET AND
INTERNAL SYSTEMS

-~

COMPLETE SYSTEM
TAKEOVER

SEVERITY »

SSLBUG J

EASE OF EXPLOIT »
{1-5, 1ISEASIEST)

-

ANY CLIENT OR SERVER
USING S5Lv3

FIX/DIFFICULTY »

v

SMALL % OF
THE INTERNET
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DATA PROTECTED BY
SSLENCRYPTION
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http://www.incapsula.com/blog/2014-mega-vulnerabilities.html
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Malware




» Harvesting email addresses, conference

Reconnaissance
information, etc

* Coupling exploit with backdoor into
deliverable payload

- * Delivering weaponized bundle to the

Vit via emat web, USB, e

Exploitation » Exploiting a vulnerability to execute code
J P on victim system

Installation * Installing malware on the asset

Command & Control * Command channel for remote
4 manipulation of victim
. T « With “Hands on Keyboard” access,

! Actions on Objectives intruders accomplish their original goal

Weaponization
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100 000 - 300 000
50 000 - 100 000
5000-10000

3 000 -5 000
2000 -3 000
1000-2000
500 -1 000
100 - 500
11-100

1-10

https://apt.securelist.com
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Denial of Service
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http://map.ipviking.com/




And now?
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http://www.tech-files.com/wp-content/uploads/2014/07/Android-hacked.jpg




Layer 3
Operating system hardening

Security configuration

Anti-virus

General Active Directory security
File system

Print system

NET Framework security

Internet Information Services (IIS)
System redundancy

Layer 2
Physical protection

* Physical environment
* Physical controls

* Communications

* Surveillance

Layer 4
Information access

* User identification

Security policies

Resource access
Role-based access control
Access audition/monitoring

Layer 1
Critical information

« Data categorization
« Application hardening

Layer §
External access

* Perimeter networks

* Virtual Private Network (VPN)

* Routing and Remote Access
Service (RRAS)

* Public Key Infrastructures (PKI)




[ 7Y, Py










00~ —0 0OC

-no\\«i e\

Q0
©0c. ‘o@~D~00~ DO ~-000:
2 ~0

%IO OO.IO\.\

. -

- 000~




f

'~3.g-ﬁ\‘_\%\'ﬁfﬁ w:de Y, ’;’(-,{""

. e A
S S T
L4 : g
r pe.

W y 4










QUESTIONS

-
o |




