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Realidades actuales en ciberamenazas

30 de Noviembre. Dia internacional de la Ciberseguridad
5 de Mayo. World Password Day

Los ciberincidentes han aumentado un 116% este afio 2015 (ncibe)

+ 18,000 incidentes en 2014

+ 50,000 incidentes en 2015
Los ciberdelitos aumentan a un ritmo del 12% anual
El cibercrimen origina pérdidas valoradas en mas de 500,000 M€ al afio a nivel mundial
En 2020 se espera que el numero de dispositivos inteligentes supere los 200.000 millones
Tendencias esperadas en 2016: ransomware (cibersecuestro), atagues a automoviles o a
infraestructuras, y el almacenamiento y venta de los datos robados

Time to Time to Time to
Compromise Discover Recover

&

Minimal Overwhelmed Catastrophic

Adversarial Security Teams Impact $3$
Effort
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Un dia en McAfee Labs @ McAfee —, (intel)

An Intel Company < ;
Security 9

McAfee GTI received on average 47.5 billion queries per day.

Every day more than 157 million attempts were made (via emails, browser searches, etc.) to entice our
customers into connecting to risky URLS.

Every day more than 353 million infected files were exposed to our customers’ networks.
Every day an additional 71 million potentially unwanted programs attempted installation or launch.

Every day 55 million attempts were made by our customers to connect to risky IP addresses, or those
addresses attempted to connect to customers’ networks

Q4 2015 Vincent Weafer, Senior Vice President, McAfee Labs

McAfee Labs
Threats Report

March 2016

www.mcafee.com/us/mcafee-labs.aspx
(iﬁ@‘;’iecurlty w 3



NUMBER OF ASHLEY MADISON ACCOUNTS PER CITY
e Sao Paulo 374,542
brart Amurica New York 268,171
Sydney IN—— 251,813
Toronto IN—— 222,982
Santiago I 218,125
Melbourne I 213,847

SWISS LEAKS  COUNTRIES ~ PEOPLE  STORI

=
- Houston I 186,795 Y \\\‘\Q\(‘\
AM AND EM MUST SHUT DOWN Los Angeles I 181,918 N\

IMMEDIATELY PERMANENTLY London N 179,129 TOP COUNTRIES 'BY#ECLENTS BY § MONEY

Chicago I 162,444 A A

Rio de Janeiro [N, 156,572 France 9,187

Madrid I 1 35,294 ;. United Kingdom 8,844

Bogota NN 123,559 {. Brazil 8,667

Brisbane NN 118,857 Italy 7,499

Brooklyn NN 110,859 MOSSAC K >< FO N SECA S::eeld e jfg:

Miami I 109,505

8 ti ,6:
Calgary I 107,021 eoates 3,625
io I L o
San Antonio 99,157 T h
Dallas NN 07,736 o -
Brasilia NN 97,096 Spain 2450
San Diego NG 24953 Mexico 2,642
Perth NN 5,754 4. Greece 2,148
Las Vegas NN 37,720 Germany 2,106
Atlanta IR 56,007 . Canada 1,859
South Africa 1,787

Philadelphia NN 56,018
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Madurez de la Seguridad percibida




Madurez de la Seguridad real




Security’s Perfect Storm
Limitaciones del negocio

Increasing Complexity ’ ; Time Imperative
+ Exponential growth in data and devices » Organizations compromised in minutes
+ “Shift to cloud” erodes visibility and control Resolve more » Dwell times lasting for months
« Fragmented security environment threats, faster, - Damage can be catastrophic
and with fewer
resources
]
Resource

* Acute s@@rﬁgs&ﬂdérﬁst ghortages

» Competitive pressures
» Linear budgets
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Threat Intelligence Exchange Architecture

McAfee
Global Threat
Intelligence

L J
Data Exchange Layer

McAfee McAfee McAfee U
ePO VSE Threat VSE Threat
Intelligence Intelligence
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Threat Intelligence Exchange - Advance Malware Sandboxing

McAfee
Global Threat I E—
Intelligence '
McAfee
TIE Sewer
3 Party
Feeds

Gateways block access based on endpoint convictions

McAfee
ATD

==

McAfee McAfee

NSP Web Gateway

Proactively and
efficiently protect
your organization as
soon as athreat is
revealed
O

McAfee

McAfee
ePO ESM

Security
components
operate as one to
immediately
share relevant
data between
endpoint, gateway,
and other security
products

McAfee McAfee
VSE Threat VSE Threat
Intelligence Intelligence

Module Module

Data Exchange Layer
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Tecnologias de Proteccion

New File

File

File

File

New File New File New File New File File
File

File

File

QM EOOQm

Blacklisting

Known bad files
Anti-Virus Technology
Intelligence is Global
Daily updates

¢, Qué hacemos con el resto? Whitelisting

loA (Indicators of Attack)

Known good files
loC (Indicators of Compromise)

Application Whitelisting
X Intelligence is Manual

ﬁ%ﬂx Ad-Hoc Updates
c b@x\gg%
yEeXpE

A
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¢, Qué es CTI (cyber Threat Intelligence)?

What activity
are we seeing?

Where has this threat
been seen?

What weaknesses does
this threat exploit?

Who is responsible
for this threat?

Observable

Incident

@

Exploit Target

Threat Actor

What threats should
| look for on my
networks and systems,

and why? Indicator

What does it do? ‘

TTP

Why does it do this? ¢

Campaign

OXx X

N

x
What can | do 1\0

aboutit?

x
o)

Course of
Action

( intel) security @



Ciclo de ciber-inteligencia

Intelligence
cycle

ecurit



Are You Aware of Any Cyber Threat Intelligence Sharing Initiatives?

. Yes, | know

about them

. Yes, I've heard about
them but | don't know
much about them

.No

Source: Intel Security survey, 2015.



How Valuable Is Cyber Threat Intelligence Sharing to Your Organization?

2% 1%

Very valuable

Somewhat valuable

Meutral

Mot so valuable

Source: Intel Security survey, 2015.



How Interested Would You Be in Receiving Cyber Threat
Intelligence Related to Your Industry?

1%

Very interested

Somewhat interested

Neutral

Not interested at all

Source: Intel Security survey, 2015.



How Likely Would Your Organization Be to Share Cyber Threat
Intelligence Reputation Data Within a Secure and Private Platform?

4% 2%

Very likely

« Comportamiento del
malware

» Reputaciones URL

* Reputaciones de
Ficheros

Somewhat likely

Neutral /don't know yet

Not so likely

Mot likely at all

Source: Intel Security survey, 2015.



* Politicas
Corporativas

80%

70%

60%

50%

40%

30%

20%

10%

You Indicated a Willingness to Share Some Reputation Data.
Which Reputation Data Would You Be Willing to Share?

Behavior of
malware

URL
reputations

External IP
address
reputations

Certificate File
reputations reputations

Source: Intel Security survey, 2015.



 Confianza

» Responsabilidad
ante terceros

60%

50%

40%

30%

20%

10%

Why Do You Believe Your Organization Would Not
Be Willing to Share Reputation Information?

Company
policy would
prevent this

Industry
regulations would
prevent this

Interesting
concept but
| need more
information

I'm concerned The information

that the from my
information company is
shared would not valuable
be linked to other
back to me organizations
or my firm

Source: Intel Security survey, 2015.



Por quée las organizaciones no comparten CTI

« Politica corporativa gash
 Atrapar a los malos

e Temas Iegales (NDA, MOU)

STIX

ali]e]e
‘JB]

¢ TemaS de Pr|VaC|dad (Evitar multas)

 Estandares de intercambio

*  TAXII,™ Trusted Automated eXchange of Indicator Information.

e STIX,™ Structured Threat Information eXpression.

* CybOX,™ Cyber Observable eXpression.

» OASIS Organization for the Advancement of Structured Information Standards
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|\/|aI’COS |ega|eS HS. Cybersecurity Act 2015
ERTINET

« Aumento de comparticion en la comunidad —
(nte]
* Integracion de la automatizacion Security W

Organizaciones innovadoras y servicios alrededor de CTI
« Consistency, Type & Quality

* Enrich the data . <> _]Q;RBEEET LIBarracuda

v Symantec.

« CTA (Cyber Threat Alliance) ALLIANCE (( ceer
Paths
« Vulnerabilities and Exploits, new Malware samples, and Botnet control infrastructure AEVERSING
» Specific campaigns, including in-depth technical analysis and the development of LAGS
recommendations for prevention and mitigation. @S> zscaler
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Fabricantes de Seguridad

El proceso habitual de adquisicion de tecnologias ha provocado un Caos en el entorno de Seguridad
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Entretenimiento

- El afo de la garrapata (Jorge Coira, 2004)
© j\Voy a venderlo todo!”

* Mr Robot (Sam Esmail, 2015)

OUR DEMOCRACY HAS BEEN HACKED

» The Blacklist (NBC Sony Pictures, 2013)




Gracies
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