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PROCESO DE ACTUALIZACION DE COBIT
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The COBIT® Framework COBI Tz
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El framework COBIT, que ayuda a asegurar un gobierno efectivo de la
iInformacion y latecnologia de las organizaciones, ha sido actualizado
con informacion y guias, facilitando una implementacion mas facil y
personalizada. Y a la vez, reforzando el rol continuado de COBIT como
Impulsor de lainnovacion y la transformacion del negocio.
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COBIT 2019

OPTIMIZING I&T GOVERNANCE

Enterprise
Governance of
|&T

Business/IT
Alignment

Value Creation
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STAYING RELEVANT IN ACHANGED ENVIRONMENT

The COBIT 2019 development team looked at following standards/frameworks to

align COBIT 2019 with:

« |5 Mational Institute of Standards and

Technology (MIST) standards:

—MNIST Cyhersecurity Framework w11

—MIST 5P 800 23 Hev &

—MIST SP B00 37 Rev 2 (Risk
Management Framework)

IS CEC 20000

|5 OAEC 27000 family:

— |5 OEC 27001

— |5 OEC 27002

— |5 OAEC 27004

—|5OEC 27004

ISCEC 310002018

IS CIEC 38400

I5OAEC 38502

A Guide to the Project Management
Book of Knowledge: PMBOK® Guide,
Sixth Edition, 2017

« The TOGAF® Standard, The Open
Group

+ The Cpen Group IT4IT™ Heference
Architecture, version 2.0
« CIS® Critical Security Controls, Center
for Internet Security
+ King IV Feport on Corporate
Governance™ 2016
« Scaled Agile Framewaork (SAFe®)
« Cloud standards and good practices:
« Amazon VWeh Services (AVWSEN)
« Security Considerations for Cloud
Computing, [ SACA
« Controls and Assurance in the Cloud:
Using COBIT® &, ISACA
+ Enterprize FHisk Management (ERM )—
Integrated Framework, Committee of
Sponsoring Qrganizations of the Treadway
Commission (COS0), June 2017

chaned
il loime it

The TEM Taxonomy, The TEM Council
"Options for Transforming the [T
Function Using Bimadal IT," MIS
Gluarterly Executive (white paper)

ITIL W3

HITREUST® Common Security
Framewaork, version 8, September 2017
Zhange Management Methodology,
Frosci

Skills Framework for the Information Age
(SFIA®)WE

The Standard of Good Practice for
Information Security, Information
Security Forum (ISF ), 2016

ChM | W20

The CMMI Cybermaturity Platform, 2018
The Data Management Maturnty Model,

ChMI Institute, 2014
COBI
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COBIT 2019
BUILDING ON COBIT STRENGTHS AND IDENTIFYING OPPORTUNITIES

STRENGTHS

« COBIT is a unique overarching IT Governance framework

« COBIT process guidance has matured and has reached its best quality level| yet

« COBIT's business perspective on | T brings a unigue opportunity to further expand
its impact

OPPORTUNITIES

« The current (target) audience for COBIT is still very much IT- and Assurance
oriented

« There is an opportunity to re-discover or re-launch some of COBIT hidden gems

« More prescriptive implementation guidance such as incorporating specific design
factors
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COBIT 2019
ADDRESSING COBIT 5 IMPERFECTIONS

« COBIT users find it hard to locate relevant contents for their needs

« Perceived as complex and challenging to apply in practice

« The enabler model is incomplete in terms of development and guidance, and
thus often ignored

« Achallenging process capability model and general lack of support of
performance management for other enablers

« The perceived reputation of IT Governance itself as an inhibitor of change and
(administrative) overhead — not per se a COBIT weakness but an IT Governance
problem at large
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ENTERPRISE GOVERNANCE OF INFORMATION AND TECHNOLOGY (EGIT)
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In the light of digital transformation, information and technology (I&T)
have become crucial in the support, sustainability and growth of
enterprises.

« Previously, governing boards and senior management could delegate, ignore or
avold |1& T-related decisions

« |n most sectors and industries, such attitudes are now ill advised
« Digitized enterprises are increasingly dependent on |&T for survival and growth

« Stakeholder value creation is often driven by a high degree of digitization in new
business models, efficient processes, successful innovation, etc.



INTRODUCTION °
ENTERPRISE GOVERNANCE OF INFORMATION AND TECHNOLOGY (EGIT)

Benefits
Realization

Fundamentally, EGIT is concerned with value
delivery from digital transformation and the
mitigation of business risk that results from

digital transformation.

Risk
More specifically, three main outcomes can be Optimization

expected after successful adoption of EGIT.

A7 N

Resource
| Optimization
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Governance
(Board Level)

Management
(Executive Level)
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COBITIS ‘

« Aframework for the governance and
management of enterprise 1&T

CORBIT defines the components to build
and sustain a governance system

COBIT defines the design factors that
should be considered by the enterprise
to build a best fit governance system

« COBIT is flexible and allows guidance
on new topics to be added
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COBITIS NOT x

« Afull description of the whole |IT
environment of an enterprise
Aframework to organize business
Processes
An (I'T-) technical framework to manage
all technology

« COBIT does not make or prescribe any
| T-related decisions
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PUBLICACIONES DISPONIBLES
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COBIT 2019 Framewiark:

Introduction and Methodology

The heart of the COBIT framework incorporates an expanded definition of governance and
updates COBIT principles while laying out the structure of the overall framework.

e Mew concepts are introduced and terminology i explained—he COBIT Core Model
and it= 40 management objectives provide the platform for establizhing sour
GOVErNance program

& The performance management system iz updated and allows the flexibilty to use
maturity measuremerts as well a3 capabilty measurements

¢ [ntroductions to design factors and focus areas offer additional practical guidance on
flexible adoption of COBIT 2013, whether far specific projectz or full implementation.
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COBIT 2019 Framework:

Governance and Management Objectives

Thiz publication contains a detailed description of the COBIT Core Model and it= 40
governanceimanagement objectives. Each governanceinanagement objective and its
purpose are defined and then matched up with the related procezs, Alignment Goals and

Enterprize Goals.

Learn Mare
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COEIT 2019 DESIGMN GUIDE:

Designing an Information and Technology Governance Solution

Thiz newy publication fillz an important need for COBIT uzerz—howy to put COBIT 1o practical
uze. It offers prescriptive howe-to information for the user, such as:

Tailoring a governance system to the enterprize’s unigue circumstances and context
Defining and listing warious design factors and how they relate to the new COBIT
2013 concepts

Describing the potential impact these design factors have on implementation of a
governance system, and

Fecommending wworkflowws for creating the right-zized design for your governance
ay=stem
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COBIT 2019 MFLEMENTATION GLIDE:

Implementing and Optimizing an Information and Technology
Governance Solution

Thiz guide iz an wpdated version of the previous COANT S implemeniation Fuide, taking a
zimilar approach to implementation. Howewer, the new terminology and concepts of COBIT
2019, including the design factors, are built into this guidance . When combined with the
COBN 20719 Design Fuide, COBIT implementation has never been more practical and
custom-tailored to specific governance needs.

Learn More
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COMPONENTES DE COBIT




COBIT OVERVIEW o

COBITE 2019 Product Architecture

* Enterprise strateqy

- Entarprize goals

* Enterprise size

* Rode of IT

- Sourcing model for IT

* Compliance requirements
* Eic.

Inputs to COBIT 2019 COBIT 2019

R

COBIT Core

Reference Model of G Design Factors
Standards, and Management Objectives Tailored Enterprise
Governance

I;;arnﬁﬁ_nrks.
e =2sa i
Information and

Community
Technology

Contriburtion T |~ e gmuens | s s
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COBIT* 2019 Framework:
Intraduction and M ethod alogy
COBIT Core
Publications
COBIT® 2019 Framework: COBIT® 2019 Design Guide: l‘.‘DEII'l'iEM? Implementation Guide:
Governance and Designing annformation and Technology | "1||’1~ 'T'E'”-t.tg E“"":il ,?F“"""E ng an
Managemert Dbjectires Governance Solution DERaN0 N and Technology

- Govermnance Solution -
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M anagement

Assurance
Providers

o build and structure the [T
e of [T, run an efficient and

costs, align [T strategy to

Fravides insights on how to ¢
relevant board responsibilitie

Internal
Stakehold ers

Business
Managers

IT
Managers

Regulators

External
Stakeholders
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campliant with applicable
regulations and advisest
has the right governance
manage and sustain carr

Business
Fartners
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Design : and
Factors Management

Objectives

COBEIT 2019

Concepts

Focus Areas

Components
of a

System
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Governance System Governance Framework

1. Based on
Conceptual <. IEIE:i::nd
Model

3. Aligned to
Major 5tandards




Governance
objectives

EDM

Evaluate, Direct
and Monitor

APO

Align, Plan and
Organize

Management objectives

BAI

Build, Acquire and
Im plement

D55

Deliver, Service and
Support

ISACA

Barcelona Chapter

MEA

Monitor, Evaluate
and Assess




EDMOT =Ens ured
Governance
Framew ork Satting
and Maintenance

APDDT—Managed
15T Management
Framewaork

APDD8—Managed
Relationships

BAN1—-Managed
Programs

BAIDE—Managed
K nowledge

05501—Managed
Dperalions

EDMO2—Ensured
Benafits Delivery

APDOZ—=Managed
Strategy

APOO9—Managed
BErvice
Agresments

BAID2=Managed
Requirements
Definition

BAIDS=Managed
Assels

DS502—Managed
semvice Requests
and Incdents

o e Ih-'.‘l'r.-:_,.:h e r

APDD 3=Managed
Enterprise
Architectura

APD10—Managed
Wendors

BAIO3—Managed
Solutions
Identification
and Build

BAND=Managed
Confiquration

D5503—Managed
Prablems

EDMO2—Enzured
Rizk Dplimiz alion

APDO4—Managed
Innovation

APD11—Managed
Quality

BAIDS =M anaged
Availability
and Capacity

BAI11 —Managed

Projects

05504 —Managed
Continuity

EDMO4—Ensured
Resource
Dptimization

APO0S—Managed
Portiolio

APD12-Managed
Risk

BAIDS—Managed
Organizational

Change

D550 55— anaged
Securty
Semvices

APOD&—Managed
Budget and Costs

APD13—Managed
Security

BAIDE— M anaged
IT Changes

D5506—Managed
Buginess
Process Controls

EDMOS—Ens ured
atakeholder
Engagement

APDOT =M anaged
Hurman Resources

APDD14-Managed
Data

BAIOT-Managed
IT Change
Accepiance and
Transitianing

ST i = e ol T LR

MEAD1-Managed
Performance and
Corfor mance
Monitoring

MEAD2-tanaged
System of Internal
Control

MEAD 3 =P an aged
Compliance With
Extemal
Requirements

MEADS =t anaged
Assurance

= A 2
iy &2
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KEY CONCEPTS

GOALS CASCADE

Stakeholder
Drivers and
Needs

« Enterprise goals have been consolidated,
reduced, updated and clarified. Enterprise

* Alignment goals emphasize the alighment of Goals
all I'T efforts with business objectives

= These were |T-related goals in COBIT 5

= The update seeks to avoid the frequent
misunderstanding that these goals indicate purely S——

internal objectives of the IT department within an and
enterprise Management

: : Objectives
=  Alignment goals have also been consolidated, l
reduced, updated and clarified where necessary

Cascade to

Alignment
Goals

Cascade 1o
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KEY CONCEPTS

COMPONENTS OF A GOVYERNANCE SYSTEM

Processes

Services,
Infrastructure Drganiza'li.-.}nal

and

e fructures
Applications

» Each enterprise’s governance system is

built from a number of components Governance
[ Penple,dSkills System e e
T dn . L
+ Components can be of different types Competencies s

» Components interact with each other,

resulting in a holistic governance system for
Culture, Ethics

|&T and Information
Behavior

» These were known as enablers in COBIT 5
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KEY CONCEPTS

FOCUS AREAS
EXAMPLES OF FOCUS AREAS

« Small and medium

A Focus Area describes a certain governance topic, domain :
enterprises

or issue that can be addressed by a collection of governance
and management objectives and their components.

Focus Areas can contain a combination of generic
governance components and variants Risk

The number of focus areas is virtually unlimited. That is what
makes COBIT open-ended. New focus areas can be added

as required or as subject matter experts and practitioners
contribute.

Information Security

DevOps
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COBIT 2019 Design Factors

Enterprise , ' |&T-Related Threat
Strategy Risk Profile lz5Ues Landscape

IT

Compliance .
Requirements m“ﬁ:ﬂﬂm

Future Factors
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DESIGNING A TAILORED GOVERNANCE SYSTEM

IMPACT OF DESIGN FACTORS

Design factors influence in different ways the
tailoring of the govemance system of an
enterprise.

Factor
Impact

Component

Variations
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2. Determine

1. Understand A 3. Refine the
the enterprise s,ﬂ:é";}'gl!m scope of the 4';11‘::1":&;“&
context and governance governance system design.

* 1.1 Understand enterprise = 2.1 Consider enterprise « 3.1 Consider the threat + 4.1 Resolve inherent priority

strategy. sirateqy. landscape. conflicts.
* 1.2 Understand enterprise  + 2.2 Consider enterprise - 3.2 Consider compliance  + 4.2 Conclude the

goals. goals and apply the requirements. governance system
* 1.3 Understand the risk COBIT goals cascade. -+ 3.3 Consider the role of IT, design.

profile. « 2.3 Consider the risk profile « 3.4 Consider the sourcing
* 1.4 Understand current of the enterprise. model.

I&T-related issues, « 2.4 Consider current » 3.5 Consider IT

|&Trelated issues. implementation methods.
» 3.6 Consider the IT adoption
strateqgy.

- 4.7 Consider enterprise size.
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IMPLEMENTING A TAILORED GOVERNANCE SYSTEM

The implementation approach is based on empowering business and IT stakeholders

and role players to take ownership of IT-related governance and management
decisions and activities by facilitating and enabling change.

Implementation guide is a phased approach with three perspectives
=  Continual Improvement

= Program Management
=  Change Enablement



T

6 Did

ter

« Program management
(outer ring)
» Change enablement
(middle ring)
« Continual improvement life cycle

(inner ring)
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PERFORMANCE MANAGEMENT loiettingy

OVERVIEW

COBIT Performance Management (CPM) refers to how well the
governance and management system and all the components of an

enterprise work, and how they can be improved up to the required
level. It includes concepts and methods such as capability levels
and maturity levels.

COBIT 2019 is based on the following principles:
+ Simple to understand and use
« Consistent with, and support the COBIT conceptual model
+ Provide reliable, repeatable and relevant results
 Must be flexible

- +  Should support different types of assessments _



The process achiaves its purpase, is wall
defined, s performance i measuned to
improve performance and continuous
mprovement is pursued,

and
. capability

The process achieves s purposs, is well defined, and its
performance is (quantitatively) measured

o well a

19
Ath a capability

The process achisves its purposs throwgh the at::rli:ati:ln of a basic, yet complets, sat of
activities thal can be characlenized as performed,

The process achieves i1s purpasa in a mach mane onjanized way using
prganz ational assets, Processes typically are well defined

The process more or less achieves its purpose through the apolication of an incomplete set of activities that
¢an De characterized as initial or intuitve— nat very ocrganczed.,

= Lack of any basic cﬂmmh‘E
n * Incormplete approach 1o address gavemance and management puimose
« May or may nol be meeting the intent of any process practices
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DIFERENCIAS COBIT 2019y COBIT 5




MAJOR DIFFERENCES

ALIGNMENT TO CQOBIT &

COBIT S
FRAMEWORK

COBIT 5 ENABLING
PROCESSES

COBIT 2019
DESIGN GUIDE

Designing Your
Information &

COBIT 2019
FRAMEWORK

COBIT Govemance &
Management Objectives

System
Focus Area - DEVOPS
Focus Area - SME

Focus Area - RISK
Focus Area - SECURITY

mnearn

COBITS
IMPLEMENTATION
GUIDE

COBIT 2019
IMPLEMENTATION
GUIDE

Implementing and Optimizing Your
Information & Technaology
Governance Sy stem

lllll



MAJOR DIFFERENCES WITH COBITS

THINGS REMOVED

The generic enabler model has been removed from the Framework

= Similar structures will still be part ofthe COBIT conceptual model, but will
remain hidden and hence make COBIT look less complex

The detailed ‘Enabler Guidance’ has also been removed, further
simplifying COBIT

Frocess (Goals have been removed

« Their role is taken over by the process practice statements

The COBIT 5 PAM and the 5015504 (now 15033000) based
process capability assessment model have been replaced by a
CMMI inspired capability model.

« Note: those who want to keep using that model can do so, but there is no
separate PAM publication provided wth COBIT 2018
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MAJOR DIFFERENCES WITH COBITS

THINGS RENAMED OR CHANGED

A

Enablers’ have been renamed ‘Components of the Govemance System’,
better expressing what they are

The COBIT Principles for Governance Systems and for Governance
Frameworks have been renamed and changed

IT Related Goals' have been renamed to "Alignment Goals’

The structure of the ‘process’ guidance, now structured as
‘Governance/Management Objectives’, with process guidance being
(only) part of it, complemented with other govemance components




ISACA

MAJOR DIFFERENCES WITH COBITS

THINGS UPDATED OR REFRESHED

e The Goals Cascade

* Process related guidance (practices and activities) for most
processes

« Standards cross-referencing

« COBIT Implementation Guide has been updated to work in
conjunction with the Design Guide

« The COBIT Reference Model now contains 40 govemance
management objectives [processes] Instead of 37 processes in
COBIT &

» |&T Related Risk Scenarios

%

S
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MAJOR DIFFERENCES WITH COBITS

THINGS THAT ARE NEW

/AN
\}./

The Governance and Management Objectives concept

3 additional Management Objectives

= APDO14 — Managed Data
= BAI11 — Managed Projects
= MEAO4 — Managed Assurance

The Focus Area concept, making COBIT flexible and more practical

The Design Factor concept, allowing to build better tailored governance
systems

Process Capability Assessment based on the CMMI approach, process
activites assigned a capability level

The COBIT® 2019 Design Guide
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CERTIFICACIONES y FORMACION




COBIT® 2019 FOUNDATION ISAOA®

CERTIFICATE PROGRAM Barcelona Chapter

PRERFEQUISITES
[\ £A,

Lluration
2-day or d-day with exam prep

Avallable Training/Freparation resources

+ Instructorled through [SACA ATO or
accredited trainer

«  Self-study (COBIT® 2019 Framework
and derrvative publications)

Certificate exam
« Online proctored anly
« Multiple choice

Timing
January 2019



COBIT® 2019 DESIGN f ISAOA®

IMPLEMENTATION CERTIFICATE Barcelona Chapter
PROGRAM

Freregquisite s

COBIT® 2019 Framework Certificate

Lluration
2-day or 3-day with exam prep

Avallable Training
« |nstructor led through [SACA, ATO or
accredited trainer

Aszzeszment (In development)
+ Jnline proctored

Tirmin
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LIDERAZGO DE LA TRANSFORMACION DIGITAL
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54% Quién lidera la transformacion digital

37% 3% ® Direccion General
® Marketing y Ventas
% Technology (TIC)
RRHH
1+D
| 6% 6%

2018 2017 2015

La direccio general pren les regnes de la digitalitzacio de les empreses

enginyeriainformatica.cat/?p=27146
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GRACIAS



